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DAY 1
(CET)

European Security %/\ﬁ\f\;

and Defence College

Wednesday, 14 May 2025

08:30 - 09:00 Registration
Welcome coffee
09:00 - 10:00 Welcome address:
e Public Security Director General Maurizio Vallone, Director of the
Interagency Law Enforcement Academy of Advanced Studies, Italy
e Mr. Fergal O’'Regan, The Acting Head of the European Security and
Defence College (ESDC), Brussels
e Other Italian authorities: to be confirmed
e Mr. Giuseppe Zuffanti, Coordinator for cyber issues and for the Cyber
ETEE Platform - National Expert, European Security and Defence
College (ESDC), Brussels
Opening Address, the ESDC and the ESDC Cyber ETEE Platform:
e Mr. Fergal O’'Regan, The Acting Head of the European Security and
Defence College (ESDC), Brussels
e Mr. Giuseppe Zuffanti, Coordinator for cyber issues and for the Cyber
ETEE Platform - National Expert, European Security and Defence
College (ESDC), Brussels
10:00 - 10:30 Informal Tour-de-Table and group photo
SESSION 1 - Stability in the Global Environment: Analysis of the impact of the
cyber security in the global stability
10:30 - 11:00 e “EU’s Cybersecurity Strategy” , Director Security and Defence policy
(SECDEFPOL) - European External Action Service (EEAS), Brussels, 30’
- presentation including Q&A
11:00 - 11:30 Coffee break
SESSION 2 - The EU’s Cybersecurity Strategy for the Digital Decade. The
overall objective of the EU’s Cybersecurity Strategy for the Digital Decade and
the EU Cyber Ecosystem
11:30 - 12:00 e “European Commission - DG Connect “ European Commission
Directorate-General for Communications Networks, Content and
Technology, Brussels, 30’ presentation including Q&A
SESSION 3 - The EU Approach in the Hybrid threats: The conceptual
framework on hybrid threats and the interaction with cyber
12:00 - 12:30 e The European Centre of Excellence for Countering Hybrid Threats,
Helsinki, Finland - 30’ presentation including Q&A
12:30 - 13:00 e “Hybrid Threats”, Director Security and Defence policy (SECDEFPOL) -
European External Action Service (EEAS), Brussels, 30’ presentation
including Q&A
13:00 - 14:00 Lunch break
SESSION 4 - Pillar 2: Building operational capacity to prevent, deter and
respond
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o “EEAS: EU Cyber Defence policy*, Director Security and Defence policy

14:00 - 14:30
(SECDEFPOL) - European External Action Service (EEAS), Brussels - 30’
presentation including Q&A
SESSION 5 - Pillar 1: Resilience, technological sovereignty and leadership. A
reinforced presence on the technology supply chain, Resilient infrastructure
and critical service, Building a European Cyber Shield
14:30 - 15:30 e “The cyber threat landscape in the energy supply chain’,
Cybersecurity, European Commission - Directorate General ENERGY,
Brussels - 30’ - presentation including Q&A
e EU-LISA European Union Agency for the Operational Management of
Large-Scale IT Systems in the Area of Freedom, Security and Justice,
Estonia 30’ - presentation including Q&A
15:30 - 16:00 Coffee break
16:00 - 16:30 e “ENISA’s activities in the area of situational awareness”, European
Union Agency for Cybersecurity (ENISA), Brussels - 30’ - presentation
including Q&A
SESSION 6 - Pillar 3 : Advancing a global and open Cyberspace
16:30 - 17:00 e “EU-NATO cooperation”, Director Security and Defence policy
(SECDEFPOL) - European External Action Service (EEAS), Brussels - 30’
presentation including Q&A
SESSION 7 - Pillar 2: Building operational capacity to prevent, deter and
respond
17:00 - 17:30 e “EU Cyber Diplomacy Toolbox”, Director Security and Defence policy
(SECDEFPOL) - European External Action Service (EEAS), Brussels - 30’
presentation including Q&A
17:30 Closing remarks - End of day 1
o Mr. Giuseppe Zuffanti, Coordinator for Cyber issues and for the Cyber
ETEE Platform - Project Manager/Training Manager for Cyber -
National Expert, European Security and Defence College (ESDC),
Brussels
18:00 - 20:00 Icebreaker Dinner (at the same premises)
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DAY 2

(CET)

08:30 - 09:00

Thursday, 15 May 2025

Welcome coffee

SESSION 8 - Pillar 1: Resilience, technological sovereignty and leadership.
and Pillar 2: Building operational capacity to prevent, deter and respond
Morning Session - OPENING PLENARY PANEL DISCUSSION

09:00 - 10:00 e “The Italian National Cybersecurity Agency and its Contribution to
National Resilience”, National Cybersecurity Agency, Italy - 30’
presentation

e “The role of Law enforcement structures in the construction of a
European Cybershield, the Italian experience”, Italian National Postal
and Communication Police - Public Security Department, Italy - 30’
presentation

10:00 - 10:30 Coffee break

10:30 - 11:30 e Minister for Foreign Affairs and International Cooperation, Italy - 20’
presentation

e Network Operations Command (COR), Stato Maggiore della Difesa -
20’ presentation

e EUROPOL, The Netherland - 20’ presentation

11:30 - 12:45 OPEN DISCUSSION: SESSION 6 - Q&A

Mr. Giuseppe Zuffanti (moderator)
12:45 - 14:00 Lunch break
SESSION 9 - Pillar 1: Resilience, technological sovereignty and leadership.
and Pillar 2: Building operational capacity to prevent, deter and respond
Afternoon Session - OPENING PLENARY PANEL DISCUSSION
CASE STUDIES

14:00 - 15:00 e  “Gruppo Ferrovie dello Stato Italiane“, Responsible of the Cyber
Security Solutions - Gruppo Ferrovie dello Stato Italiane, Italy - 20’
presentation

o ‘“Digital Platforms Digital Platforms S.p.a.”, DP Defence &
Cybersecurity BU, VP - Digital Platforms Digital Platforms S.p.a., Italy
- 20’ presentation

¢ Universita Campus Bio-Medico of Rome - 20’ presentation

15:00 - 15:30 Coffee break

15:30 - 16:30 e ‘“Leonardo Company” - Cyber Security Division, Leonardo, Italy - 20’
presentation

e Enel Group - 20’ presentation

e Gruppo Dylog/Buffetti, Gruppo italiano, Transport Group Civil
Aviation, 20’ presentation

16:30 - 17:15 OPEN DISCUSSION - SESSION 7 Q&A

Mr. Giuseppe Zuffanti (Moderator)
17:15 - 17:30 Closing remarks - End of day 2
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Friday, 16 May 2025

08:00 - 08:30 Welcome coffee
SESSION 10 - Pillar 2: Building operational capacity to prevent, deter and
respond
08:30 - 09:30 e European Defence Agency (EDA), Brussels 30’ - presentation
including Q&A
e European Union Military Staff (EUMS) European External Action
Service (EEAS), Brussels - 30’ - presentation including Q&A
09:30 - 10:00 SESSION 11 - Pillar 1: Resilience, technological sovereignty and leadership.
A reinforced presence on the technology supply chain, Resilient
infrastructure and critical service, Building a European Cyber Shield
e “Improving the Cooperation between Actors Reacting to a Cyber
Attack - the ECTEG CTF Package*, European Cybercrime Training and
Education Group (ECTEG), Brussels 30’ - presentation including Q&A
10:00 - 10:30 Coffee break
10:30 - 11:00 SESSION 12 - Stability in the Global Environment: Analysis of the impact of
the cyber security in the global stability
e “The International Laws in the context of the EU’s Cybersecurity
Strategy”, Lodz Cyber Hub at the University of Lodz of Poland - 30’
presentation including Q&A
SESSION 13 - Pillar 3 : Advancing a global and open Cyberspace
11:00 - 12:00 e “EUISS”, EU Institute for Security Studies (EUISS), Brussels - 30’ -
presentation including Q&A
e “European Parliament”, Directorate for Cybersecurity - European
Parliament, Luxemburg, 30’ - presentation including Q&A
12:00 - 12:30 Coffee break
12:30 - 13:00 e  “Cybercrime capacity building priorities”, Council of Europe,
Strasbourg - 45’ presentation including Q&A
CERTIFICATE CEREMONY
13:00 - 13:30 e Public Security Director General Maurizio Vallone, Director of the
Interagency Law Enforcement Academy of Advanced Studies, Italy
e Mr. Fergal O’Regan, The Acting Head of the European Security and
Defence College (ESDC), Brussels
o Mr. Giuseppe Zuffanti, Coordinator for cyber issues and for the Cyber
ETEE Platform - National Expert, European Security and Defence
College (ESDC), Brussels
13:30 - 13:40 Closing Remarks - End of the Course
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ESDC’ Course organiser:

Giuseppe ZUFFANTI

European Security

and Defence College giuseppe.zuffanti @eeas.europa.eu

esdc.europa.eu
Rue d'Arlon, 62, 1000 Brussels, Belgium

ESDC Secretariat, EEAS, 1046 Brussels https://esdc.europa.eu/
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Coordinator for Cyber issues and for the Cyber ETEE Platform —
Project Manager/Training Manager for Cyber — National Expert
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