
 
 
 

 

ANNEX C 

 

Tentative Training Program 

 

Day 
Training Periods 

Training Objectives 
From Until 

31 March 

08:30 09:15 General Brief: Location – Security – Health Care 

09:25 10:10 Training Objectives – Introduction 

10:20 11:05 OSINT Principles - Definitions 

11:15 12:00 Search Engines (Simple, Metasearch, Clustering, IoT) 

12:00 12:30 Coffee Break 

12:30 13:15 Google Operators – Advance Search (Practice) 

13:25 14:10 OSINT Tools  

14:20 15:00 Multimedia tools, Misc Internet tools 

1 April 

08:30 09:15 Internet tools Practice 

09:25 10:10 Internet – Legend Accounts 

10:20 11:05 Basic Internet sites, Deep Web 

11:15 12:00 Metadata Exploitation 

12:00 12:30 Coffee Break 

12:30 13:15 Social media (Exploitation) 

13:25 14:10 Origin- Definitions-The Information Environment 

14:20 15:00 
Influence Superiority - Modern Impact OSINT Operating 

environment 

2 April 

08:30 09:15 OSINT Operating environment Practice 

09:25 10:10 Messaging -Country Perspective Modern Impact 

10:20 11:05 
Disinformation in the Online Environment -Detecting 

Disinformation through OSINT 

11:15 12:00 Hashtag Hijacking - Individual Targeting 

12:00 12:30 Coffee Break 



 
 
 

Day 
Training Periods 

Training Objectives 
From Until 

12:30 13:15 Trusted Source - Topical Source 

13:25 14:10 Social Media Algorithms 

14:20 15:00 Group Influence - Pages - People 

3 April 

08:30 09:15 Actor Intent - Capability 

09:25 10:10 Actor Case study (Russia) 

10:20 11:05 Actor Case study (Russia) 

11:15 12:00 Actor Case study (China) 

12:00 12:30 Coffee Break 

12:30 13:15 Actor Case study (China) 

13:25 14:10 Actor Case study (Iran) 

14:20 15:00 
Methodology Images and Videos - Fact Checking - Social 

Media Verification Content Monitoring 

4 April 

08:30 09:15 Content Validation – Verification 

09:25 10:10 Image Video Validation – Verification Practice 

10:20 11:05 Collecting at scale Collection Setup 

11:15 12:00 Web scraping tools 

12:00 12:30 Coffee Break 

12:30 13:15 Analysis Methodology 

13:25 14:10 Analysis Activities- Analysing Bot Networks 

14:20 15:00 
Twitter Campaigns - Data Bot Networks – Twitter Troll 

Networks 

7 April 

08:30 09:15 Collected Data tabular analysis  

09:25 10:10 Collected Data tabular analysis Practice 

10:20 11:05 Collected Data Visualization 

11:15 12:00 Data Visualization Tools 

12:00 12:30 Coffee Break 

12:30 13:15 Data Visualization Practice 

13:25 14:10 Data Visualization Practice 



 
 
 

Day 
Training Periods 

Training Objectives 
From Until 

14:20 15:00 Data Visualization Practice 

8 April 

08:30 09:15 Twitter Campaigns - Existing Data 

09:25 10:10 Social Network Analysis (SNA)-Introduction 

10:20 11:05 SNA Fundamental Concepts 

11:15 12:00 Engagement Measurements - Collection 

12:00 12:30 Coffee Break 

12:30 13:15 SNA Practice  

13:25 14:10 SNA Practice 

14:20 15:00 SNA Practice (Multiplatform analysis) 

9 April 

08:30 09:15 Generative AI - Defining AI 

09:25 10:10 Generative AI Implementations 

10:20 11:05 Large Language Model (LLM) Private GPT 

11:15 12:00 Setting up Private GPT 

12:00 12:30 Coffee Break 

12:30 13:15 Using Generative AI For OSINT 

13:25 14:10 Guidelines to Enhance OSINT Research 

14:20 15:00 Generative AI-Practice 

10 April 

08:30 09:15 Lab Exercise 

09:25 10:10 Lab Exercise 

10:20 11:05 Lab Exercise 

11:15 12:00 Lab Exercise 

12:00 12:30 Coffee Break 

12:30 13:15 Lab Exercise 

13:25 14:10 Lab Exercise 

14:20 15:00 Lab Exercise 

11 April 
08:30 09:15 Lab Exercise 

09:25 10:10 Lab Exercise  



 
 
 

Day 
Training Periods 

Training Objectives 
From Until 

10:20 11:05 Challenges - Al-enabled Disinformation 

11:15 12:00 Course Recap – Training Evaluation Form 

12:00 12:30 Coffee Break 

12:30 13:15 Graduation Ceremony 

13:25 14:10 Graduation Ceremony 

14:20 15:00 Graduation Ceremony 

 


